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Running Networks Efficiently & Securely

—— /= 0\ Differentdeploymentscenariosand
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Stay up to date with latest security, OSS

@'-8 Prioritize and apply path policies pack, and software
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Headend Management

Getting the "Brains” of the Network Correct
Q Chose right hardware required based on your

Versa
Controller

Versa

* Disk I/O not optimized Contraer

° Northbound Network ° Northbound Network °
scaling requirements ctno ctho ctho ctno
Referto sizing guidelines https://docs versa- ;: v 3 v v I 4
networks.com/Getting_Started/Deployment_and Initial Co ' 5 ome £ 0 - F -
nfiguration/Headend Deployment/Headend Basics/o2 Hard @ = [/@reasr | < [ amiis Aralytics 7 oreao
ware_and_Software_Requirements_for Headend o o | o | . . o .
Southbound Network | /\—\-\ Southbound Network |
O Running on bare-mental vs virtual environments €9 v —:
% Interconnecting ;j Interconnecting %
) Layer Device Data Center — Director Layer Device | 2
cE Interconnection _r'éu
° Concerns for running on private virtual cloud Pl o | conveimennon Contelnenworc o | £
e W) v
* Over subscription of CPU and memory R N o ¥ o :

* Issues with hyperthreading enabled on hypervisor |

e Virtual NIC issues

Transport
Network 2

Transport
Network 1

* Not using light weight and production
quality hypervisors. Hypervisors may not be optimized
for packet forwarding
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https://docs.versa-networks.com/Getting_Started/Deployment_and_Initial_Configuration/Headend_Deployment/Headend_Basics/02_Hardware_and_Software_Requirements_for_Headend
https://docs.versa-networks.com/Getting_Started/Deployment_and_Initial_Configuration/Headend_Deployment/Headend_Basics/02_Hardware_and_Software_Requirements_for_Headend
https://docs.versa-networks.com/Getting_Started/Deployment_and_Initial_Configuration/Headend_Deployment/Headend_Basics/02_Hardware_and_Software_Requirements_for_Headend
https://docs.versa-networks.com/Getting_Started/Deployment_and_Initial_Configuration/Headend_Deployment/Headend_Basics/02_Hardware_and_Software_Requirements_for_Headend

Headend Management
Getting the "Brains” of the Network Correct

DCa DC2
North Bound Network / Management Network North Bound Network / Management Network
~ | b8 Replication Network - - [DB Republication Network h
etho eth2 etho etho N etho eth2 etho eth2
(o]
3
Analytics @ Search Q ] Analytics Ci Search Oi
etho Node Node @ g etho | Node @ Node @
T
ethl ethi < Versa = eth1 eth1
Versa = =iz
- % . Analytics @log Callender @jog o Director \ 1B
eth1 eth1
th § ethi
e etho | Lo etho | | D South Bound Network
o—9P 9 @ — 5% @ © - - °
Collector Collector o - -
(@)]
(@]
—
eth2 eth2
- South Round Network h h
Service VNF ﬂ i DICIN ﬂ Service VNF
Network
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© Runheadend components
in HA to avoid single point
of failure

© Ensure the connectivity
between two HA components
is stable and reliable

Analytics Search of Log
Collection

© Monitor headend components

e Stream alarms of headend
components over syslog

* Monitor memory, CPU, disk

e Use external tools like
Grafana
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Secure All Components from Bad Actors

© Change default password

© Enable external authentication for GUI, APl and SSH
access

Secure Access
clew © Enable only required ports and disable all remaining

ports
Referto the following Firewall requirements for which portsto open

- https://docs.versa-

networks.com in r Deployment_and_Initial nfiqur

tion/Deployment_Basics/Firewall Requirements

o
4
A
V
S
3

3
&
~

© Services must be activated only on required interfaces

@ Enable APl access via OAuth
M @ RunDirector HA and Analytics cluster communication

via southbound private network for better security
practices
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https://docs.versa-networks.com/Getting_Started/Deployment_and_Initial_Configuration/Deployment_Basics/Firewall_Requirements
https://docs.versa-networks.com/Getting_Started/Deployment_and_Initial_Configuration/Deployment_Basics/Firewall_Requirements
https://docs.versa-networks.com/Getting_Started/Deployment_and_Initial_Configuration/Deployment_Basics/Firewall_Requirements

Secure All Components from Bad Actors

-

SSH Certificate

Install valid certificate for https access
to Versa Director and Analytics

Configure SSH banner on all components

Configure NTP and DNS

Enable stronger encryption, hash for SSH and IKE/IPsec for
example AES256 SHA512 and higher

Set complex passwords for GUl access, Rest APl access, and
SSH access

Use Versa Advanced Security Tool (VAST) to security harden all
the components automatically

Refer to Versa Automation Hardening Doc https://docs.versa-

networks.com/Solution m_Hardenina/Perform_ Autom

ed_System_Hardening
Versa-ti-li-ty 2023

SSH Public Key
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https://docs.versa-networks.com/Solutions/System_Hardening/Perform_Automated_System_Hardening
https://docs.versa-networks.com/Solutions/System_Hardening/Perform_Automated_System_Hardening
https://docs.versa-networks.com/Solutions/System_Hardening/Perform_Automated_System_Hardening

Configuration Management of the Entire Network

. Group devices based on use cases
@ dentify use cases

Create device group for each unique use case
@ Build templates for use cases and re-use them
Assign template, service, and shared templates to
device group

© Generate templates from workflow
Attach to device group

Attach service templates directly to devices for one-off use
cases

o Build service templates for use cases not supported
by workflow

Import bind variables to bulk deploy from CSV
o Use common shared template if same use case applies across

multiple customers

Use Rest APIs for bulk deploy or modify
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Prioritizing & Applying the Best Path Policies Based on
Category of Traffic

tis very important to classify traffic, prioritize and chose best path to get best user
experience for customer traffic.

Application Steering Templates contains following components to achieve this
requirement:

- Classify traffic
« Realtime —Audio, video calls
- Business Critical apps
- BestEffort
« Low priority

- ApplyQoS

- Apply best path selection
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Classity Traffic into Different Buckets

Monitor Configuration

Organization:  ACME

Infrastructure

® App et I
Template Template Name Organization

[;'\u Templates

@ Application Steering =] Z‘

Real Time
Spoke Groups e
Service Chains

Devices

Voice = Z

e iee e b=

Elc = =

2. Networks 0
[+] IP-SLA > —
[+] S5aaS App Monitor :
[@ Zones =
{7 Class of Service o —

QoS Profiles

RW Rules

QoS Policies

=+ App Qo5 >
Drop Profile
Schedulers

Scheduler Maps

Associate Interface/N...
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Administration

Business Critical

Assured Forwarding

ADP-Apps

Amazon-Apps

Box-Apps

Monitor

MName

Analytics

Real Time-P

RN

Default
Best Effort

Google-Apps
Conferencing-Apps

SoftwareUpdates

Configuration

Workflows

Organization: | ACME

Peak Rate (pps)

Redeploy

Administration

Analytics

Paak Rate (Kbps)

= Low Priority
FC13

Advertizing
Gaming

P2P

Peak Burst Size (Bytes)

Forwarding Class

Forwarding Class 4 (Expedited-Forwar

Forwarding Class 8 (Assured-Forwardi... |l

Forwarding Class 12 (Best-Effort)

Forwarding Class 13

Loss Priority

A

Configuration

DSCP rewrite

Yes
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Prioritize the traffic by applying

J

Versa-tili-ty 2023

4
i

Apply QoS

Application-Steering-Template s Organization: | ACME
- ﬁ & s Policies Rules
A Mewwork
* Foworks | Default-Policy v | Search
IP-SLA
Rule Nu... ‘Name Rule Disabled
SaaS App Monitor
@ Zones
% O n Voice False
{2 Class of Service A
O 2 Audio-Video-Streaming False
[ QoS Profiles - -
T RW Rules O |3 ADP-Apps False
B QoS Policies O 4 Amazon-Apps False
=3 App QoS ~ O |5 Box-Apps False
[ Policies O & Citrix-Apps False
@& Drop Profile O |7 Concur-Apps False
Schedulers Rt Docusign-Apps False
2 Scheduler Maps
O |9 Dropbox-Apps False
&= Associate Interface/N...
O |10 IEM-Apps False
O mn Intuit-Apps False
O 12 lira-Apps False
O 13 Dffice365-Apps False
O 14 Oracle-Apps False
O |15 SAP-Apps False
O |1e Salesforce-Apps False
O 17 Zendesk-Apps False
O |18 Zoho-Apps False
O 19 SaaS-Applications False

classified traffic with different priority queues

Enforce

| Services

|Action

QoS Profiles
Real_Time-Profile
Real_Time-Profile
Business_Critical-Profile
Business_Critical-Profile
Business_Critical-Profile
Business_Critical-Profile
Business_Critical-Profile
Business_Critical-Profile
Business_Critical-Profile
Business_Critical-Profile
Business_Critical-Profile
Business_Critical-Profile
Business_Critical-Profile
Business_Critical-Profile
Business_Critical-Profile
Business_Critical-Profile
Business_Critical-Profile
Business_Critical-Profile
Business_Critical-Profile

file

@4

Applications

Predefined Filters: VOIP

Predefined Filters: Audio-Video-5treaming
Predefined Groups: ADP-Apps
Predefined Groups: Amazon-Apps
Predefined Groups: Box-Apps
Predefined Groups: Citrix-Apps
Predefined Groups: Concur-Apps
Predefined Groups: Docusign-Apps
Predefined Groups: Dropbox-Apps
Predefined Groups: IEM-Apps
Predefined Groups: Intuit-Apps
Predefined Groups: Jira-Apps
Predefined Groups: Office365-Apps
Predefined Groups: Oracle-Apps
Predefined Groups: SAF-Apps
Predefined Groups: Salesforce-Apps
Predefined Groups: Zendesk-Apps
Predefined Groups: Zoho-Apps
Predefined Filters: Saa5-Applications
Predefined Filters: Database
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Edit App QOS Rule - Voice

Applications URL Categories
[0 Application List (=] O URL Category List
o

+ New Group + New Filter + New Application + New URL Category

Edit App QOS Rule - Voice

Action Setting QoS Profile Setting

@ Allow QoS Profile
Real_Time-Profile

=
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Apply Best Path Selection —Configure SLA Profiles

Application-5teering-Template ~
E n & % Search
& SDWAN v 0 |,,,¢.,me
[l Application Detaction () |Category-Real Time-SLA-...
Sl il (0 |Category-Business Critic...
& Forwarding Profiles (O |Rule-Voice-S5LA-Profile
B Path Policies
B Policies () |Rule-Audio-Video-Strea...
s Layer 2 SOWAN N (O  |Rule-ADP-Apps-SLA-Profile
Web Proxy () |Rule-Amazon-Apps-SLA-...
(O  |Rule-Box-Apps-SLA-Profile
(O |Rule-Citrix-Apps-SLA-Pro. ..
(O |Rule-Concur-Apps-SLA-P. .
(O  |Rule-Docusign-Apps-SLA...
(0  |Rule-Dropbox-Apps-SLA-...
(O  |Rule-IBM-Apps-SLA-Profile
(O |Rule-Intuit-Apps-SLA-Pro...
(O |Rule-Jira-Apps-SLA-Profile
(0  |Rule-Office365-Apps-SLA...
() |Rule-Oracle-Apps-SLA-Pr...
()  |Rule-SAP-Apps-SLA-Profile
()  |Rule-Salesforce-Apps-SL...
(0 |Rule-Zendesk-Apps-SLA-...
(J  |Rule-Zoho-Apps-5LA-Pro...
(O  |Rule-5aaS-Applications-5...
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Organization: | ACME

Maximum Latency (ms)

A

Maximum Packet Loss (%)

« The first step in configuring the best
path selection is to create SLA
profiles for each category of traffic.

« SLA profile defines latency, jitter,
packet loss, MOS, bandwidth
requirements
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Configure SLA Profiles

Edit SLA Profile - Category-Real_Time-SLA-Profile b4

Name

Description

Tags

Packet Delay-variation (jitter) £ Circuit Transmit Utilization (%) £ Circuit Receive Utilization (%) £

Maximum Packert Loss (%) £ Maximum Forward Packet Loss (%) £ Maximum Reverse Packet Loss (%) £

Maximum Latency (ms) £ MOS Score £

v Low Delay + LowlLatency @ Low Packet B LowForward [ Low Reverse
Variation Loss Packet Loss Packet Loss

Cancel
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Configure Forwarding Profiles

Forwarding profiles defines the best path to be used based on
requirements defined in SLA profiles
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Configure SD-WAN Policies

SD-WAN polices is created to match traffic based on L2 to L7 and attaches forwarding
profile. There will be SD-WAN policy created for each of customer traffic category.
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Configure SD-WAN Policies

Edit Rules - Office365-Apps

Forwarding
Action Forwarding Profile £
Allow Flow Rule-Office365-Apps-FP

Nexthop IP address Routing Instance £¥

B Enable Symmetric Forwarding [ Enable Symmetric L2
of Return Traffic Forwarding of Return Traffic

Manitor

Address 3 Routing Instance ¥

Action Intervalisec)

-Select--

Threshold{Events)

Versa-tili-ty 2023

Example of attaching forwarding profile to SD-WAN policy created for Office365 apps

Logging
LEF Profile
—Selects. B Defaul Profile

Event Rate Limit

Select- .

TCP Optimization
Bypass Latency Threshold (msec) Mode

Lan Profile Wan Profile

—Select- -Select--

Cancel
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Company Merger

Acquisition of the Company BETA

-

Office ACME
Domain: acme.com

N

e[
i

RFC1918 address space:172.16.0.0/24

~

13 @

\_
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ab

\_

Office BETA
Domain: beta.com

~

RFC1918 address space:172.16.0.0/24

@) =

21 @I

0

115 [
o |
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Company Merger

Source: 172.16.0.20, Destination: 8.8.8.8

IP for

B Source: 172.16.0.50, Destination: 172.16.0.212 mail.acme.com

15172.16.0.25

/ Versa Cloud Gateway \ / Domain: acme.cd

_ Address space: 172.16
BETA Client
13
A BETA VRF ACME VRF _ =
[_]- — 172.16.0.0/24 172.10.0.0/24 1y OTTO
— : Z],qu
' jo/
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Company Merger

Source: 172.16.0.20, Destination: 8.8.8.8

IP for

B Source: 172.16.0.50, Destination: 172.16.0.212 mail.acme.com

15172.16.0.25

IP for

mail.acme.com
15172.16.0.1

/ Domain: acme.cd

oud Gateway

Addres :172.16Yo/2
BETA Client sspace: 172.1610/24
13 h

BETA&AR/RF c

— 172 1(3-00/24 o
—— e .212@

O/
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Company Merger

B Source: 172.16.0.20, Destination: 172.16.0.1

Source: 172.16.0.15, Destination: 172.16.0.25

/ Versa Cloud Gateway \ / Domain: acme.com \

BETA Client Address space: 172.16.0.0/24

13 4&.

=]

@ BETA VRF AChg VRF ey

[_] — 172.16.0.0/24 172.16.0.0/24 21y OITO

—— . T
? jo/
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WAN Topology Examples

VersaManagement& Cotrol
2 LE R

: _i*i.h";'..' | &
SN

" Intér.AS VPN

Hub-1 . :
' ' PE-1 e

Inter-as Connectivity
(ie: Brownfield)

Hub / Data Center

TS,
Spoke-Hub-Hub-Spoke Controller Behind Hub
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SLA Probes Between Branches

Internet / MPLS

Branch 1 Branch 2

Versa-ti-li-ty 2023 | ’ VERSA



SLA Probes Between Branches

Internet MPLS

y

Branch 1 Branch 2

Versa-ti-li-ty 2023 "VERWSA



Adaptive SLA Monitoring
o 4

Hub

\ MPLS / chernet)
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Adaptive SLA Monitoring

Path to Branch3is
not used, so let’s
send less SLAs

Versa-ti-li-ty 2023



Adaptive SLA Monitoring

3 Configurable Parameters per SLA Probe:

* Inactivity interval (default: 300 seconds (5 min))
* Suspend interval (default: 30 seconds)

* Retries (default: 3 retries every 30 seconds)

<

V///
A\

og® -

Versa-ti-li-ty 2023

¢

V///
A\\\

> @‘0

NNNNNNNN




Selective Local DIA

All Internet traffic

box = Windows10

& &Y

aw§
A Azure

IJ Office 365
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Selective Local DIA

All Internet traffic

box = Windows10

& &Y

aw§
A Azure

IJ Office 365
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Selective Local DIA

All Internet traffic

box = Windows10

@ _J.NgRNET aEﬂ-;y

aws,
A Azure

Versa-ti-li-ty 2023

SLA for O365is violated — switching
path to remote gateway
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Data-driven SLA Monitoring
.

Hub

Path to Branch3 is
not used, so let’s

MPLS Internet stop all SLAs
( C
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Advanced Access Control

802.2X NAC

e (Certificate based client device
authentication

* RADIUS backed — rich interop options

* Ability to place clients in respective
microsegments

* Single supplicant, multiple supplicant
profiles per port

Versa-ti-li-ty 2023

Device Fingerprinting

Inline Analysis of traffic flows for loT (and
Corporate, BYOD/personal) devices

Device Fingerprint DB —Leyer 2 to Layer 7
Low Latency Rule-based Engine

Match based on device class for
consumption of policies, analytics, and
others

Client-less

User & Group Access
Control

User authentication via common IdP
services

or via Enterprise’s own Active Directory
Captive Portal or Passive/Inline User
Authentication

User Group policies

Network access criteria, user policies based
on user/group credentials
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Find Anomalies

Monitor for unusual events

Appliance health Appliance activity Appliance anomalies Search logs activity
e
Show| 10 * |entries

Appliance Anomalies 1 j§ CPU Load Exceeded Memory Load Exceeded rker Thread Busy Packet Buffer Depletions Session Load Exceeded Service Load Exceeded
Sanlose-Office-Preferred-Standby 31156 0] 31022 0] 0 134
Colovore-DC-Branch-1 355 4} 1] 0 355
HE-DC-Branch-1 115 0 ] 0 114
Bangalore-ECT-DC-Active 62 4] 0 0 62
BLR-V5A-Sandbox 15 0 ] 0 0
Maveen-Home-Office 2 4} 1] 0 2
Chennai-Office-Preferred-Active 1 0 ] o] 1

Showing 1to 7 of 7 entries Hiaiohs R

O User generating a high number of traffic flows
* Restrict max session per user using DDOS

© Maxsession exceeded
© CPU load exceed

© Memory load exceed
© Packet buffer depletion

© \Workerthread busy

©@ Don'tstruggle endlessly if there are
basic issues in your network such as

duplicate IP in WAN and LAN, monitor
© User using majority of network bandwidth alarms in Analytics
* Restrict max bandwidth per user using per user policer

Versa-ti-li-ty 2023
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Find Anomalies

Monitor for unusual user activities

Monitor UTM threat events on Analytics to find the
following malware, spyware, and ransomware

Sitesinfected

AN

User infected

L Anti Virus Log

[] Show Domain Names

Search: | Click to set a filter

jclyciciyciyciiciyclicliciyc)

Recelve Time

Sep 14th 2020, 7-56-:33 AM PDT
Sep 14th 2020, 7:56:33 AM PDT
Sep 14th 2020, 7:56:33 AM PDT
Sep 14th 2020, 7:56:35 AM PDT
Sep 14th 2020, 7:56:35 AM PDT
Sep 14th 2020, 7:56:36 AM PDT
Sep 14th 2020, 7:56:36 AM PDT
Sep 14th 2020, 7:56:36 AM PDT
Sep 14th 2020, 7:56:36 AM PDT
Sep 14th 2020, 7:56:36 AM PDT

Appliance
Bangalore-ECT-DC-Active,
Bangalore-ECT-DC-Active|
Bangalore-ECT-DC-Active!
Bangalore-ECT-DC-Active)
Bangalore-ECT-DC-Active!
Bangalore-ECT-DC-Active
Bangalore-ECT-DC-Active
Bangalore-ECT-DC-Active
Bangalore-ECT-DC-Active
Bangalore-ECT-DC-Active

Applicationsused as
carrierof infections

1t M. re Name

Malware Type

PDF/Dropper. B

PDF/Dropper.B
W32/Risk.FQVH-6948

W32 Trojan. WKVY-4447
W32/Conficker!Generic
W32/Alureon.AM.genlEldorado
W32/Risk PCSI-7152
W32/Conficker!Generic

W32\ irtumondeY_b.gen!Eldorado
W32/Conficker!Generic

Versa-ti-li-ty 2023

V_DETECTION_TYPE_RISK

V_DETECTION_TYPE_VIRUS
V_DETECTION_TYPE_RISK
V_DETECTION_TYPE_RISK
V_DETECTION_TYPE_VIRUS
V_DETECTION_TYPE_RISK

W_DETECTION_TYPE_VIRUS

WV_DETECTION_TYPE_EXPLOIT
WV_DETECTION_TYPE_EXPLOIT

V_DETECTION_TYPE_TROJAN

Application Attacker
http 192.168.100.11
http 192.168.100.11
http 192.168.100.11
http 192.168.100.11
http 192.168.100.11
http 192.168.100.11
http 192.168.100.11
http 192.168.100.11
http 192.168.100.11
192.168.100.11

Victi

Show| 10 %  entries

Copy csv PDF

Action

72.18.101.10
72.18.101.10
72.18.101.10
72.18.101.10
72.18.101.10
72.18.101.10
72.18.101.10
72.18.101.10
72.18.101.10
72.18.101.10

reject
reject
reject
reject
reject
reject
reject
reject
reject

reject

File Name

71

72
virus_file_209 ¢
VirusFile1.exe
60

59

55

54

53

52

Actiontaken

Users accessing content with

malware

Users accessing content which is

potentially malicious

Users accessing URLs which are
not compliant with organization

policies

Users accessing sites which are
categorized as Phishing, Proxy,

Exploits, etc.
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Monitor Network Performance

Usage Availability Access Circuits Users Applications Rules SLA Metrics SLA Violations VRF Qos APM MOS

300

= 200
E
5
o
a

100

0

17:00 17:15 17:30 17:45 18:00
Time

@ Bangalore-ECT-DC-Active Corp-Inline-Controller-Linternet-2nternet-1ic nc @ Bangalore-ECT-DC-Active,Corp-lnline-Controller-2 Internet-Linternet-1fc ne @ I
BangaloreECT-DC-ActiveCarp-Inline-Controller-1 Internet-1,Internet-1.f¢_nc

T-DC-Active Corp-in ller-2,Internet-2 Internet-1fc nc

Sl\ow‘ 10 v‘entr\’e‘s

Local Site Remote Site Local Access Circuit Remote Access Circuit Forwarding class Logs cour brward Delay Variation (ms) Reverse Delay Variation (ms) Forward Loss Rati

Q Bangalore-ECT-DC-Active Corp-Inline-Controller-2 Internet-1 Internet-1 fe_nc 8 Oms. Oms 0.05
Q Bangalore-ECT-DC-Active Cerp-Inline-Controller-1 Internet-2 Internet-1 fe_nc 8 Oms. Oms 007
@, Bangalore-ECT-DCActive Corp-Inline-Controller-1 Internet-1 Internet-1 fcnc 8 Oms Oms. 115
@, Bangalore-ECT-DC-Active Corp-Inline-Controller-2 | Internet-2 Internet-1 fonc 8 Oms Oms. 0

© Packetloss on underlay paths

© Latency and jitter on underlay paths

Versa-ti-li-ty 2023

‘ Corp-lnfine-Customer-1 = ‘ ‘ Last day - H Bangalore ECT-DCActive = H HE-DC-Branch-1 - H Al -

SDWAN / Anindya-Home-Office / Bangalore-ECT-DC-Active,HE-DC-Branch-1

Usage SLA Metrics Rules MOS QOE

+

Bangalore-ECT-DC-Active HE-DC-Branch-1,Internet-1.Internet-1 (0.89 %) I |

11:30 12:00 12:30 13:00 13:30 1400 14:30 1500 15:30 16:00 16:30 17:00 17:30 18:00 18:30 19:00 19:30 20:00 20:30 21

| I |
Bangalore-ECT-DC-Active HE-DC-Branch-1,Internet-2,Internet-1 (0.86 %) | ] |
Time
® Good @ Fair @ Poor

@ Quality of experiance per path based on packats loss. Good (loss < 134, Fair (loss < 5%), or Poor {loss »= 5%)

K

Bangalore-ECT-DC-Active HE-DC-Branch-1(0.0 %)

11:30 1200 12:30 1300 1330 1400 1430 1500 1530 1600 1630  17:00 17:30 1800 1830  19:00 1930  20:00  20:30 21.

Time

® Good @ Fair @ Poor

© Complete black out of underlay paths
© Quality of Experience (QoE)
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NETWORKS




Monitor Application Performance

Historical Application

- — H —
Performance fe=. fe=.
60M 60M
Z z
2 40M = 40M
= =
E £
E S
k] b=
& 5
o @
= 20M = 20M
° s
0 0
25.Mar 26.Mar 27.Mar 28.Mar 29.Mar 30. Mar 31.Mar 25.Mar 26.Mar 27.Mar 28.Mar 29.Mar 30. Mar 31.Mar
Time Time
® internet-2 @ Internet-1 ® 1019221052 @ 101922332 @ 101921762 10.192.250.52 10.192.186.127

Search: ‘ Click to set a filter

Users Network Prefix Traffic Type
10.192.186.127 SDWAN
10.192.115.2 SDWAN
10.192.176.2 SDWAN
10.192.250.52 SDWAN
10.192.210.52 SDWAN
10.192.211.2 SDWAN
10.192.233.2 SDWAN

‘ RX and TX —_ or (=
—,

v PDF
Forwarding class - | Sessions Volume-RX (Bytes) - | Volume-TX (Bytes) | Volume (Bytes) | Bandwidth RX (bps) = | Bandwidth TX (bps) - Total Bandwidth (bps)
fc_be 8 1041G 69.78M 10.48G 4559 M 297.64K 45.88 M
fc_be 7 815G 53.97M 826G 33.72M 220.39K 33.93M
fc_be 6 807G 5037M 8.12G 40.67M 252.35K 40.92M
fc_be 2 252G 14.04M 2.53G 34.38M 191.72K 34.57M
fc_be 2 272G 18.67M 2.74G 37.14M 254,97 K 37.39M
fc_be 1 25G 17.31M 251G 45.44M 315.06 K 45.75M
fc be 1 529G 305M 532G 36.11M 208.21K 36.31M
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Monitor Application Performance

If the Network performance is good, Is it server issue or application issue?

Monitor application historical performance and Versa App rank

Users MNetwork Prefix Versa App Rank - | | Sessions Network Response Time (ms) TCP Retransmit Fwd TCP Retransmit Rev SAA RTT (usec) SSA RTT (usec) TCP Packets Fwd TCP Packets Rev Syn Retransmiss
10.192.186.3 10.48.0.0/24 99 108 283ms 0.91 2.68 512 282835 110 112 0
10.192.211.2 10.48.0.0/24 99 7 244ms 0.05 0.08 2063 1287825 1920 1956398 0
10.192.211.203 10.48.0.0/24 99 109 281ms 0 1.8 9654 282884 109 111 1
10.192.186.103 10.48.0.0/24 99 109 282ms 0.91 0.91 638 281671 110 110 0
10.192.186.52  10.48.0.0/24 99 12 285ms 10 0 676 283947 20 18 0
10.192.186.128 10.48.0.0/24 90 129 283ms 0.52 0.52 552 282140 193 193 0
10.192.233.2 10.40.1.0/24 61 & 283ms a 0.22 301 282664 2105 2190811 0}
10.192.176.2 10.48.0.0/24 60 14 285ms 0 0.2 465 284555 6071 6327100 0
10.192.186.127 10.48.0.0/24 58 12 293ms 0 0.18 504 292444 5699 5854288 0
10.192.211.27  10.48.0.0/24 57 5 283ms 0 0.18 262 282419 1931 1958900 0

Application rank is computed
between 1-100 (1 for best and 100
for worst performing app) using
various traffic attributes
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Live Monitoring of Application Performance

Monitorapplication

Versa-ti-li-ty 2023

performancein real-time

Summary  Services

System  Tools

[ Config Status ] [ Upgrade ] [ Subscription J

Naveen-Home-Office :10.0.192.125 Location @ 900 pepper tree In, apt 2235anta Clara,CA, United @ Reachable Upsince: Thu Aug 19 13:07:21 2021
Ctatac Q5N&1
Services Networking
& 2 L & &% ‘ = 2 ‘ & ‘ & ‘ & ‘ = ‘ @ & @ ‘ e H & H & & H & &
L SDWAN J NGFW CGNAT L SDLAN J IPSEC sCI _IntEr'a(Es_ Routes L BGP OSPF J OSPFv3 L BFD J DHCP DNSStaLs_ L cos VRRP L LEF J ARP IP-SLA L PIM IGMP
HH AL
_Secureﬂctess L dotix J RIP _Swit(hmg LLDP J TWAMP _SaeSApp_ Certificate
Search Clm | 4 23
Application ‘Souree P Destination IP |Protocal ‘Source Port | Destination Port SD-WAN |Natted
gcm/{predef) © [m 172.16.22.11 142.250.142.188 TCP 37262 5228 No Yes
amazon/(predefl) @ [m] 172.16.22.11 3.232.200.166 TCP 54127 443 No Yes
https/(predef) © W 172162211 18.211.189.31 TCP 54150 443 No Yes
amazon/(predef) @ [W] 172.1622.11 3.232.200.166 TCe 54194 443 No Yes
amazon/(predefl) @ [m] 172.16.22.11 13.248.198.36 TCP 55354 443 No Yes
amazon/(predefl) @ [m] 172.16.22.11 23.20.244.197 TCP 55942 443 No Yes
https/(predef) © W 172162211 5272223252 TCP 55972 443 No Yes
amazon/(predef) @ [W] 172.1622.11 35.172.31.219 Tce 55987 443 No Yes
amazon/(predefl) @ [m] 172.16.22.11 54.158.72.34 TCP 55952 443 No Yes
zoogle/(predel) @ [ 172.16.22.11 142.250.189.196 TCP 56415 443 No Yes
icmp/{predef) © @ 172.16.22.11 8.84.4 IcMP 22938 22988 No Yes
google_api/(predef] @ [Ww] 172.1622.11 142.250.72.202 Tce 57052 443 No Yes
ms_teams/(predef) @ [ 172.16.22.11 52.114.128.88 TCP 56381 443 No Yes
dns/(predef) © [m] 172.16.22.11 UDP 50788 53 No Yes
dns/(predef) © @ 172.16.22.11 UDP 53046 53 No Yes
openstreetmap/(p... @ [W] 172.16.22.11 151.101.2.137 TCP 56418 443 No Yes
httn2/fnradaf) o~ ] PELW PR wP an a0 ar aan oo e 440 Ac
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Monitor Application Performance

Live Monitoring of MS Teams application

Session ID: 119979 X
° Session Live Status
Application: ms_teams/(p... 125k
Source IP: 172.16.22.11
Destination IP: 52.114.128.... 10k
Protocol: TCP
Source Port: 56427 7.5k
Destination Port: 443 ;ng—
Forward Traffic: 14.2920 KB 3k

Reverse Traffic: 13.6520KB
Forward Drops: 0 Bytes
Reverse Drops: 0 Bytes

A

@ Forward @ Reverse
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Guidelines for External Monitoring Tools

© Do not use basic auth while sending RestAPI requests to director. Use OAuth instead of
basic auth.

© \ersa recommend to use streaming alarms and events from analytics to your collector
and use that data instead of any pull models like API calls to director or SNMP walk

@ Limit monitor APIs to lesser than 5o APls/second to director.
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Stay Up-to-Date with the
and So

OSSpack released with fixes for vulnerabilities
found in Linux open source packages

* Versa uses Ubuntu as base OS for running
software.
Any vulnerabilities discovered in Ubuntu are fixed
in OSSpack

* Install latest OSSpack

SPACK is released frequently with fixes for
new security issues discovered

Enable automatic spack update for VOS devices directly
over internet

Versa-ti-li-ty 2023

_atest Security, OSSpack,

\ware

Upgrade to latest Director, Analytics,
VOS software

* Upgrade all headend components first

* Upload images to VOS devices prior to actual
upgrade day

* Once images are uploaded to VOS devices,
individual or group of devices can be upgraded.

Upgrade to latest based OS (ubuntu)

Install Versa base OS upgrade orchestrate

Use Versa orchestrator and upgrade all Versa
components

VERSA

NETWORKS




Installing VOS Image on Edge Devices
Upload VOS image in advance

® Restrictthe maxbandwidth used © Use thelinkwhichis not bandwidth
forimagetransferif needed sensitiveand not carrying customer critical
traffictotransfersoftware image
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Installing VOS Image on Edge Devices

arallel upgrade of devices from Versa Director

Failed | Pending @ | Su | Total EEE
g

Time

Description Progress

g AU AU piial e

StartTime End Time.

o> 1288 Administrator Upgrade-Appliance Fri, Sep 21 2018, 14:32:51 0%
Upgrade-Appliance

o> 1287 Administrator Upgrade-Appliance Fri, Sep 21 2018, 14:32:51 0%
Upgrace-Appliance

o> 1286 Administrator Upgrade-Appliance Fri, Sep 21 2018, 14:32:51 Upgrade Appliance: Gold-Customer-CPES2. r ] 50%
Upgrade Appliance: Gold-Customer-CPES2
o> 1285 Administrator Upgrade-Appliance Fri, Sep 21 2018, 14:32:50 Upgrade Appliance: Gold-Customer-CPES1 r ] 50%
Upgrade Appliance: Gold-Customer-CPEST
o> 1284 Administrator Upgrade-Appliance Fri, Sep 21 2018, 14:32:49 Upgrade Appliance: Diamond-Customer-CPE1 . (D 50%
Upgrade Appliance: Diamond-Customer-CPE108
a v 1283 Administrator Upgrade-Appliance Fri, Sep 21 2018, 14:32:49 Upgrade Appliance: Diamond-Customer-CPE1 . @) 0%
Upgrade Appliance: Diamond-Customer-CPE107
Description :
Upgrade Appliance: Diamond-Customer-CPE107
Initiated by : Administrator
Running Messages :
O |v 1282 Administrator Upgrade-Appliance Fri, Sep 21 2018, 14:32:49 Upgrade Appliance: Diamond-Customer-CPE1... (D 50%
Upgrade Appliance: Diamond-Customer-CPE1 06
Description :

Upgrade Appliance: Diamond-Customer-CPE106
Initiated by : Administrator
Running Messages :

= Fetch package list from appliance.

« Verify uploaded package...
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Installing VOS Image on Edge Devices

Parallel upgrade of devices from Versa Director

Below are approximate timesto upgrade 2,000 devices assuming 1 Gbps bandwidth
betweenVersa Directorandedge devices

Task Software Upload  Software Upgrade
Task completion Time on a single device 30 seconds 10 minutes
Batch Processingsupported (Y or N) Y Y
How many devices can be accommodatedina single Batch 10 100
TimeTakento completeall the Tasks per Batch 5 minute 15 minutes
Time takento completethe Task for~2000devices 20 hours 4 hour
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Disaster Recovery

Versa-ti-li-ty 2023

Planaheadforany headendor DC failure where a
headendis deployed

* Always take snapshots and recovery backups of Versa
Director on a regular basis and keep this in a secure
location

* Save snapshots of Versa Analytics in a secure location

* Save snapshots of Versa Controllers in a secure location

Restore the Headend componentsfrom snapshots
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summary

Run headend components on reliable hardware with stable Monitor application performance to understand any

network connectivity between these headend components suboptimal user experiences

““““““““““““““““““““““““““““““ : * Find root cause for suboptimal application performance by looking
Large scale networks can be configured efficiently usinga at APM metrics and taking corrective actions

few templates and can be easily deployed using APIs :
. Stay up-to-date with the latest security patches using

_ _ | ! auto updates of spack, osspack images
Monitor network and security anomalies for unusual e e

symptoms and take corrective actions i Efficiently upgrade your network using bulk upgrade

Always prepare for disaster recovery by taking periodic
backups and then restore from backup

Versa SD-WAN allows you to manage network and security
with very less resources compared to managing traditional
legacy networks

Monitor network for underlay performance issues from i
Analytics I

* |dentify service provider networkissues

* Monitor quality of experience of each underlay paths

If you need any additional information on achieving operational excellence for your whole network
with minimal resources, reach out to naveen@versa-networks.com
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Questions

Versa VERSA
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